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[bookmark: _I._Policy_Statement]I.	Policy Statement	
The University of Louisiana Monroe is committed to maintaining the integrity of its academic programs and ensuring compliance with applicable federal regulations, including requirements of the Higher Education Opportunity Act (HEOA), as well as the integrity of Title IV federal financial aid programs. All students enrolled in online or distance education courses must be verified as the same individual who registers, participates, completes coursework, and receives academic credit and federal financial aid. Failure to properly verify student identity jeopardizes academic standards, institutional accreditation, and compliance with federal student aid regulations.
[bookmark: _II._Purpose_of]II.	Purpose of Policy
The purpose of this policy is to establish a consistent and enforceable identity verification process for all online course enrollments and participation, thereby:
· Preventing fraudulent enrollment and financial aid disbursement under stolen or misused identities.
· Ensuring the academic integrity of online courses and programs.
· Protecting federal financial aid funds and institutional compliance obligations.
· Providing clear expectations for faculty and advisors regarding identity verification responsibilities.
[bookmark: _III._Applicability]III.	Applicability
This policy applies to all undergraduate and graduate students enrolled in fully online or hybrid courses where the majority of instruction is delivered remotely and where students are eligible for federal financial aid. It also applies to all faculty, academic advisors, instructional support staff, and administrators involved in online instruction, student advising, and award of financial aid.
[bookmark: _IV._Definitions]IV.	Definitions
Online or Distance Education Course — A course in which instruction occurs with students and instructors separated by time or distance, and which uses technology to support regular and substantive interaction.
Identity Verification Event — Any activity during which a student must present visual and documentary proof (photo ID plus live video) to confirm their identity to faculty or an authorized institutional representative.
Federal Financial Aid — Any Title IV program administered by the U.S. Department of Education, including Pell Grants, Direct Loans, and related assistance.
Secure Authentication — Methods used to confirm a student’s identity, including unique login credentials, live video ID checks, webcam-based confirmation of the student matching the official student photo, or other approved technologies.
[bookmark: _V._Policy_Procedure]V.	Policy Procedure
Required Identity Verification Activities
Initial Verification Before Registration
All newly admitted online students must complete an initial identity verification event before the release of registration holds, disbursement of federal financial aid, or access to graded course materials. At this event, the student’s government-issued photo ID and face must be shown clearly via live video to confirm identity. Faculty, advisor, or designated staff must document verification in the student’s record.
Ongoing Verification During Courses
Each student must complete at least one identity verification during each course taken during a term. Options include:
· A live synchronous video session with the instructor (camera on, student face visible).
· A recorded video assignment in which the student clearly shows their face and states their name and student ID number.
· Proctored assessments requiring camera-based identity verification and comparison with official photo ID.
Responsibilities
Faculty Obligations
For any synchronous course offering, students must have video capability enabled for visibility of their face and ID verification at scheduled points during the course. Faculty may require multiple check-in points using verified student photos from institutional records.  Faculty teaching online courses are responsible for ensuring that student identity verification is conducted and properly logged according to this policy. Faculty must retain documentation of how and when identity was verified for audit and compliance.

Advisors
Academic advisors must schedule and conduct at least one live virtual advising session with each online student prior to removing registration holds or processing financial aid authorizations. Failure to meet this requirement should result in a hold remaining in place until verification is complete.

Student Accountability
Students who fail to complete identity verification events or refuse to produce required ID during verifications may be administratively withdrawn from online courses and ineligible for federal financial aid disbursement until compliance is met.






Reporting Concerns
Suspected cases of identity fraud or inconsistencies in student identity verification must be reported immediately via the webform (https://ulmapps.ulm.edu/webforms/form/ghost-student-submission ).  A committee made of up admissions, financial aid, and academics will be responsible for the initial investigation and notifying the Provost and the Office of Financial Aid for further investigation and action.
[bookmark: _VI._Enforcement]VI.	Enforcement
The Provost and Vice President of Academic Affairs is responsible for the enforcement of this policy.  The deans are responsible for ensuring that faculty advising or teaching online courses abide by the policy.
[bookmark: _VII._Policy_Management]VII.	Policy Management
The Provost and Vice President of Academic Affairs is responsible for managing this policy.
[bookmark: _VIII._Exclusions]VIII.	Exclusions
N/A
[bookmark: _IX._Effective_Date]IX.	Effective Date
This policy takes effect on May 27, 2026
[bookmark: _X._Adoption_Date]X. 	Adoption 
This policy is hereby adopted on this 27th day of May 2027.
Recommended for Approval by: 				Approved by:		
[image: Dr. Carrie Castille's Signature]
____________________________________			____________________________________	
         Dr. Michelle McEacharn, Provost	                                          Dr. Carrie Castille, President
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N/A
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